IHAMATKA 1JIsA KIMEHTOB
11O BAIIMTE UHO®OPMAILIUHU
000 MKK «JIU DHA ITN»




1. OBILIME NOJIOXEHUA
- Hacrosmas mamsitka paspaborana B cootBeTcTBuu ¢ llomokenwe banka Poccum ot

20.04.2021 N 757-I1 "OG6 ycraHOBIEHHH OOS3aTENBHBIX JUII HEKPEAUTHBIX (DUHAHCOBBIX
opranuzanyii TpeOoBaHMH K O0O0ECNEYEHUI0 3alIUThl HWHGOPMAIMM TPHU OCYIIECTBICHUU
JEeSTENIbHOCTH B cepe (UHAHCOBBIX PBIHKOB B IENSIX MPOTHBOJICHCTBHUS OCYIIECCTBICHHUIO
HE3aKOHHBIX (puHAHCOBBIX omepanui" (mamee — Ilomoxkenme banka Poccum Ne 757); nmns
knueHToB OO0 MKK «/Iu a1 ITu».

1.1. Hacrosmue mamsarka pasmeniaercss B Mecrax okazaHus ycayr OOO MKK ««/lu sujg
[Tu»», B ToM unciie Ha opunmanbaoM caiite OO0 MKK «Jlu su1 [Ty,

2. OCHOBHBIE IIOHATUA
2.1. H®O — 000 MKK «O00 MKK «/Iu 317 [Tny, sBastomeecs HeKpeauTHON (PMHAHCOBOM

OopraHu3aIyel, OCyIIeCTBISIIONEH (UHAHCOBBIE OINEpallid B COOTBETCTBHH CO CT. 76.1
O®enepanbHoro 3akoHa ot 10 umrons 2002 r. N 86-®3 "O LlentpansHom Oanke Poccuiickoit
®enepanuu (banke Poccun)".

2.2. KumeHT — TpeThe JHIO0, B OTHOIIEHHMH KOTOPOTO OCYIIECTBISIOTCS MEpPHI MO 3aIIUTe
uHpOpMaLKH, MTOTy4aeMoi, OAroTaBIuBaeMoii, 00pabaTeIBaeMO, NepeaBaeMoil 1 XpaHUMOH
B aBTOMAaTHU3UPOBAHHBIX CHUCTEMAX, Ucmosib3yeMbix HPO.

2.3. BpemoHOCHBII KOJ - MPOrpaMMHBIA KOJ, NPUBOMAIIMA K HAPYIICHUIO MITaTHOTO
(GYHKLMOHUPOBAHUS CPEJICTB BHIYMCIUTEIBHON TEXHUKH.

2.4.  VYCTpOHCTBO — CpEACTBO BBIYUCIUTEIBHOM TEXHUKH, HCHOJIb3yeMOE KIMEHTOM |
OTJIEJICHHOE OT aBTOMaTU3MpoBaHHOM cucreMbl HPO, B KOTOpOH COAEPKUTCA 3alluIlaeMast
uHpopMaLus M KOTOpoe Hcrosib3yercs KIMEeHTOM ¢ IeJbl0 OCYILECTBIIEHUS (PMHAHCOBBIX
orepanuii (MOOUIBHBIN Tee(OH, IEPCOHATBHBIN KOMIBIOTEP | T.JI.)

2.5. HecaHKIMOHMPOBAHHBIA JOCTYH — JOCTYyl K HWHGOpPMAlMu WIA JEHCTBUA C
uH(popMalel, Hapymamomue 0e30MacHOCTh — 3alllMiiaeMod  HHQOpMaluH, C  LEeJbIo
OCYIIECTBJICHUS (MHAHCOBBIX OMNepanuil JauIamMy, He O00JaJarolllMMHU TPaBOM  HX
OCYILIECTBIICHUS.

3. HEJIX 1 NMOPAAOK IPUMEHEHUS MEP
3.1. Hacrosmias maMsaTka pa3paboTaHa B CIETYIONUX [EIIX:
3.3.1. UndopmupoBanue KmumenroB HDPO o0  BO3MOXKHBIX  pHCKax  IOJYYECHHUs
HecaHKIIMOHMPOBAaHHOTO [IOCTYyNa K 3allWIIaeMoil HMH(GOpPMAIMKA C UENbI0 OCYIIECTBICHUS
(MHAHCOBBIX ONepaluii JIMIAaMH, He 00J1aIal0MMU IPAaBOM UX OCYIIECTBICHHUS;
3.3.2. UndopmupoBanue Knuentos H®O 0 Mepax IO MPEIOTBPALICHUIO

HecaHKIIMOHMPOBAaHHOTO JOCTyNa K 3alIMIaeMOil WHQOpPMAlWU, B TOM YHCIE MpPH yTpaTe
(motepe, xumieHnu) KireHToM YCTpoHCTBa, C HMCHOJIB30BAHHEM KOTOPOTO MM COBEPIIAIUCH
JIeMCTBUS B IIEIISX OCYILECTBIICHHUS (PMHAHCOBO omepariuuy;

3.3.3. Undopmuposanue KimnentoB HOO o Mepax mo KOHTpOIIO KOHGHUTypaluu Y CTpONCTBa,
C HUCMOJb30BaHUEM KOTOporo KimeHTOM coBeplialoTcsi ASUCTBUS B LEISAX OCYLIECTBICHUS
(uHAHCOBOH Onepanum;

3.3.4. UndopmupoBanne Kmmentor HDPO o mepax 1o CBOEBpEMEHHOMY OOHAPYXEHUIO
BO3eiCTBUS BpenoHOCHOro KOAa,

3.3.5. Undopmupoanne KimmenroB HPO o pexoMmeHmanusx mo 3ammre HHGOpMAIUM OT
BO3/ICUCTBUS MPOTPAMMHBIX KOJOB, MPUBOASAIINX K HAPYIICHUIO MTATHOTO (PYHKIIMOHUPOBAHUS



CpeACTBa BBIYUCIUTEIBHOW TEXHUKH, B LEJIAX NPOTUBOJACHCTBUS HE3aKOHHBIM (PMHAHCOBBIM
orepanusm.

3.4. MuHMMH3aLIUS PUCKOB MOJNydyeHHs HeCaHKIIMOHMPOBAHHOTO JOCTYyMAa K 3allUINaeMOn
UHPOPMALIUU JOCTUTAeTCsl MyTeM KOMIUIEKCHOTO IMojaxoja: Kak co ctopoHsl HOO, Tak u co
cropoHsl Knuenra.

3.2.  H®O npunumaer Mepbl MO 3alUTe HHPOPMALUU B COOTBETCTBUM CO CBOUMH
BHYTPEHHUMU JIOKYMEHTAMHU.

3.3.  Kiument npuHMMaeT Mepbl MO 3aliuTe HWHPOPMALMU B COOTBETCTBUM C HACTOSIIEH
MaMATKOM.

4. BO3MOJKHBIE PUCKH ITIOJIYYEHU S HECAHKIIMOHUPOBAHHOI'O
JOCTVYIIA K BAINUMINAEMOHN TH®POPMALIUN
41. K oOmmM npuyrMHaM BO3HMKHOBEHHS PHCKOB MOJy4YeHHs HecaHKIMOHMPOBAHHOTO

JIOCTYTIA K 3aIIUIIaeMOoil HH(POPMAIIMK OTHOCSTCS:

4.1.1. HeorpaHun4yeHHbIN AOCTYI TPETHUX JIUL K Y CTPOICTBY;

4.1.2. HeorpanudeHHbI JOCTYN TpeTbUX JHI K HHPOPMALMU O HAPOJAX M JIOTHMHAX,
UCIOJIb3YEMBIX Ul BX0Ja B HH(OPMALIMOHHbBIE PECYPCHI;

4.1.3. HecoOmonenue pexkuma  KOH(MUICHIMAILHOCTH B OTHOIICHWM  3alllMIaeMOM
uHpopManuu B MHOOPMAIIMOHHO-TEIEKOMMYHUKAIIMOHHOH ceTH «IHTepHEeT»;

4.1.4. Vrtpara (noteps, xuieHue) Knuentom YcrpoiicTsa,

4.1.5. OtcyTcTBHE HAJJISKAIIETO MPOrPAMMHOTO 00CCIICUCHHS;

4.1.6. OTtcyTCTBHE HAIUISKAIIETO AHTUBUPYCHOTO MPOTPaMMHOT0 00ECTICUCHHUS;

4.1.7. Hecobmonenne KiueHTOM peKOMEHIOAlMid HACTOSMICH MaMSATKH 10  3aluTe
uH(pOopMaLIUH.

4.2.  IlepeyeHb NpUYMH BOZHUKHOBEHUS PUCKOB MosyuyeHus: HecaHKIIMOHMPOBAHHOT'O 10CTYTIA
K 3alyiaeMoil uHQpopMmanuu, onpeaeieHHbld m. 4.1 HacTosmed NaMsATKH, HE sBIsAETCA
UCYEpNBIBAIOIIMM. [IpyuMHBI BO3HMKHOBEHMSI PUCKOB IoJydeHUs HecaHKIMOHMpPOBaHHOTO
JIOCTYTIA K 3aIlUIIaeMoi HH(POpMAIIUY 3aBUCAT OT KOHKPETHOM CUTYaIUH.

5. PEKOMEHJIAIIUU ITO NIPUMEHEHUWIO MEP 110 NTPEJOTBPALLIEHUIO
HECAHKIHIMOHUPOBAHHOI'O JOCTYITA
5.1. B menax mnpenorBpamieHuss HecaHKIMOHMPOBAHHOTO JOCTyHa K  3allUIIaeMOi

uHpopManuu, B TOM uMcie Npu yrpare (morepe, xuuieHuun) Knumentom VYcTpoiictBa, ¢
MCIIOJIb30BaHUEM KOTOPOTO UM COBEPIIATUCH JEHCTBHUS B LEJIAX OCYIIECTBICHUS (PUHAHCOBOM
onepaunu, HOO pekomeHnnyer:
5.1.1. OrpaHuuuTh JOCTYI TPETHUX JIUI K Y CTPOHCTBY, B TOM YHCJIE:
— HE OCTaBJIITH Y CTPOHCTBO O€3 MPUCMOTPA;
— He nepenaBarb Y CTPOMCTBO TPETHHUM JIMLIAM.
5.1.2. OrpaHMYHTPH JOCTYN TPETHHX JIHII K HHPOPMAIMU O MAPOJISIX U JOTHHAX, UCTIOIh3yEeMBIX
JUTSL BXO/1a B MH(OPMAaLlMOHHBIE PECYPCHI, B TOM YHUCIIE:
— HCIOJB30BaTh MAapOJM, COCTABJIECHHBIE M3 OYKB Pa3IUYHOTO perucrpa, Hupp U 3HAKOB
MpEeNUHAHNUS;
— HCHOJB30BaTh pPAa3HbIE MapoJM W JIOTMHBI JUIs BXOJa B pa3Hble MH(POPMAlMOHHBIE
pecypcsl;
— XpaHWTH JIOTUHBI U NIAPOJIN B TailHE OT TPETHUX JIMILL;



— He 3aIHChIBaTh U HE XPAHUTH JIOTUHBI U TTAPOJIH U1 BXOJa B HH(OPMAIIMOHHBIE PECYPCHI
Ha OyMa)XHOM HOCHTEJIE;
— HE HCMOJIb30BaTh (DYHKIMIO 3allOMHHAHMS JIOTMHA M Tapois NpU BXOJE B
UH(POPMALIMOHHBINA pecypc;
— HE HCIOJb30BaTh B KayeCTBE MapoJisi MMEHA, NMaMATHBIC NaThl, HOMEpa TeaeQOHOB U
Jpyryro uH(OPMAIIHIO, KOTOPAs MOXKET OBITh MOIyuyeHa TPETbUMH JIUI[AMH.
5.1.3. Cobmronate pexuM KOHGHUAESHIIMATLHOCTH B OTHOIIEHHH 3aIlMIIaeMoil MH(popMaruu B
MH(POPMALIMOHHO-TEIEKOMMYHHUKAIIMOHHOHU ceTu «HTepHeT», B TOM 4ucIe:
— OrpaHMYMBaTh  JOCTYH K  YCTpOWCTBY  pecypcaMm B  HH(OpPMAIMOHHO-
TEJICKOMMYHUKAILIMOHHOU cucTteMe «HTepHeT»;
— HCHOJB30BATh TOJIBKO HAJECKHBIE paboune mopranbl s MHYOPMAIMOHHOTO OOMEHa B
UH(POPMALIMOHHO-TEIEKOMMYHUKAIIMOHHON ceTn «HTepHeT»,
— MPOBEPATH AAPEC IEKTPOHHOM MOYTHI OTIIPABUTEIIA IIEPE] IPOCMOTPOM ITHCHMA;
— BHHUMATEJIbHO aHAJIU3UPOBAThH CCBIIKU;
— HE OTKpbIBaTb NHCbMa U BIJIOKEHUS K HUM, IOJyYEHHBIE IO 3JEKTPOHHOM MOYTE, OT
HEU3BECTHBIX OTIIPABUTEIICH;
— HE MEpPeXOAMTH I10 AKTUBHBIM CChUIKaM, IOJIYYEHHBIM IO 3JIEKTPOHHOH IOYTE, OT
HEU3BECTHBIX OTIIPaBUTEIIEH;
— He paspemiaTth JAOCTYH  HporpaMMaM, CKauMBaeMbIM U3  HMH(OPMAIMOHHO-
TEJIEKOMMYHHUKAIIMOHHON ceTn «HTepHeT», K M3NMUIIHEH nH(pOpMaIHu;
— HE MOJKIIYAThCS K MyOonuuHbiM OecnpoBomHbiM ceTsM  Wi-Fi, He3aluieHHbIM
0eCIIPOBOIHBIM CETSM.
5.1.4. TlpenorBpatuth HecaHKIMOHMPOBAaHHBIA AOCTYN K 3alUINAeMON HHGOpPMAUU TpU
yrparte (norepe, xuieHnu) Knuentom YcrpoiicTBa, B TOM Uucie:
— He3aMeIIMTEIbHO COO0mHUTh 0O (hakTe yTpaThl Y crpoiictBa HOO,;
— He3aMeIJINTEIbHO COOOIIUTh CBOEMY OIEpaTopy COTOBOM CBs3M O (hakTe yTpaThl
YcrpoiictBa u 3a010kupoBath SIM-kapTy;
— 00paTuThCs B IPaBOOXPAHUTEIbHBIE OPTaHBbI.
5.2. B nemsx KoHTpossi KOHPUrypanuu Y CTpoicTBa, C UCIOIb30BaHUEM KoToporo Kinenrom
COBEpILIAIOTCS JEHCTBUS MO OCYILECTBIEHUIO (prHaHCOBOM oneparuu, HOO pekomenayer:
5.2.1. YCTaHOBHUTH COOTBETCTBYIOIEE MPOrPaMMHOE 0OecTIedeHre, B TOM YHCIIE:
— OCTaHOBMTbH CBOM BBIOOp Ha JIMLIEH3MOHHOM ITPOrPaMMHOM 00€CTIeueHNH;
— CBOEBPEMEHHO YCTAHABIMBATh JOCTYIHbIE OOHOBJIEHUS ONEPAIMOHHON CUCTEMBIL;
— 3arpykaTh W YCTaHaBJIMBaTh IPOrpaMMHOE OOECleYeHHEe TOJIbKO M3 MPOBEPEHHBIX
HCTOYHUKOB.
53. B 1memax cBOeBpeMEHHOTO OOHapyXkeHHs Bo3jaelcTBHsS BpemonocHoro koma H®DPO
PEKOMEH/IYeT:
5.3.1. VYcTaHOBHTH COOTBETCTBYIOIIEE AHTHBHPYCHOE IPOTPAMMHOE OOECIeYeHrne, B TOM
quCIe:
— YCTaHOBHUTb aHTUBUPYCHYIO 3aIIUTY;
— YCTaHOBUTH aBTOMAaTHYECKOE OOHOBJICHHE aHTUBUPYCHBIX 0a3;
— OCYILLIECTBIISITh PETYIISIPHBIN KOHTPOJIb AHTUBUPYCHOM 3aIUTHI.
5.3.2. CobmronaTh peKOMEHAANN HACTOAIIEH MaMATKH 10 3alIUTe WH(OPMAIIUK.



